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Abstract: Aiming at the problems that APT (advanced persistent threat) analysis reports have not been fully utilized, and
there is a lack of automation methods to generate structured knowledge and construct feature portraits of the hacker or-
ganizations, an automatic knowledge extraction method of APT attacks combining entity recognition and entity alignment
was proposed. Firstly, 12 entity categories were designed according to the characteristics of APT attacks. Then, an APT
attack entity recognition method that combined Bert, BILSTM (bidirectional long and short-term memory) network, and
CRF (conditional random field) was proposed. The Bert model was used to pre-train the annotated corpus. The BiLSTM
model was constructed to learn contextual semantic information. The attention mechanism was built to extract key fea-
tures. Moreover, the CRF algorithm was proposed to identify entities. Finally, the entity alignment method was designed
to generate structured knowledge of different APT organizations. Experimental results show that the proposed method can
effectively identify APT attack entities, with a precision of 0.929 6, a recall of 0.873 3, and an F;-score of 0.900 6, supe-
rior to existing models. In addition, the proposed method can automatically extract advanced persistent threat knowledge
with a small number of annotated samples and generate the structured portraits of APT groups through entity alignment,
thus providing support for subsequent knowledge graph construction of APT attacks and attack tracing.
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2) fli& EW) ATT&CK (adversarial tactics,
techniques, and common knowledge) HIRAESE T 12
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E = f(S) = {entity,,entity,,---,entity, }
S=<w,w,,"-,w, >
entity, =<1,,,1,,,t, > (1)
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Horb, EFoR R R APT Xty 44 SEAR4E, B
Ton NER=IUH S RARHIAN APT BUdi i 2 5L
W GLEIR PR, wy B j ML E R B, S A
FIA]; entity; 7 S HIIER | A4S, 1, € [1,m]
H L:E[1,m], 7 hlZRizin 4 SARLE S I aa /0
SERALE, 6 RZSHRRAL. Flln, XTI
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V7R T APT Buahy SEAR IR SR 574E 5%
PR, L7 ANPER. Bl Ak B EE AR S 1)
ARG I SRR SRR AL B S, Re A R
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ASCEERS APT il i, 458 ATT&CK HIiH
HEZE, JAGNH 12 Phaw &4 Sk, f55 APT 4H41 (AG,
APT group). X ii#é# (AEQ, attack equipment).
i T2 (AM, attack method) -~ B IR VA CAV, attack
vulnerability). Bid7 5 (AE, attack event). (i
H#r (AT, attack target). K 4Tk (AL attack
industry) %A (MF, malicious files) %K

_azarus Group is a threat group that has been attributed to the
1 [ threat that has b ttributed to th
government. The group

responsible for the November 2014 des

Enty
Mal

ent a: rt of a campaign named Opera

ed by La: other reporte

Operation Flame, Operation 1Mission, Operation Troy, DarkSeoul, and Ten Days
of Rain. In late 2017, Lazarus Group used KillDisk, a disk-wiping tool, in an attack

against an online casino based in

% (MFA, malware family). X7 (RL,
regional location) $#{F &4t (OS, operating system)
TR AL (SI, software information), VEZHFHEAUN
xR, R RAmd /M BIO J1ikgs &,
mn “B-AG” Fon AR E, “I-AM” £RI
i FVER A E .
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H 3l TR SRR APT iR A 2 — N
R, Ub4h, APT ZMArliSfEE KEIRE. 4. bi
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ARSI FE APT SIS A1V E B3 T 7% .

2) /DIUBLEE AR AN G SRR o Sk
PN B FE I ZRE R BTG R R . S0,
APT Jgi 403k v G CUARVE R BB R, 5500772
T BEAE B R B IN A] 22 58 OB AR TAE . B R K
HIR, RXBIERNIHT APT Kb ke, SEEl/ b
FEECHEARVE I RS, BTt — PRl A S AT
SRS, AR R R H L S R A AT

3) APT Bl - APT HIUAHESTE AL
WANBGEA, @2 HARSIRE, AT E

@APTH U AR i AR 45 R
JAR AR i itk
APTHZ [Lazarus Group, Bluenoroff, APT37, APT38
[X 33z & |North Korean, Central America
Operation Blockbuster, Operation Flame,

Bt #4F |Operation 1Mission, Operation Troy,
DarkSeoul, Ten Days of Rain

s ¢ of activity. Some organizations
oul uted to . Some ]&ﬂ}%% KillDisk
orga oups Bluenoroff, APT37, and CVE 201 7 1]882 CVE 201 8 4878
: ' . ’ ety socated wil AR 1117010
se g y the name Lazarus Group. The group often uses the CVE-2017-
11882, CVE-2018-4878, and MS17-010 vulnerabilities. 7 Bt B AR |Sony
OAPTH H A i i R FETIR B2 S SRR
ey 1 ®
| ssatrmainme |
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AG APT 44 W W APT Brati (A #R Lazarus, APT28, OceanLotus
AEQ Yrdi e 4% APT HHEI%5 % CobaltStrike, Metasploit, GhOst
AM B & APT A2 By T BRI AR SQL injection, spear phishing, XSS attack
AV i APT HAHE NI, EZAHE CVE 4i'5Hrils  CVE-2017-11882, CVE-2018-4878,
58 IR 4 R EternalBlue, HeartBleed
AE Bt APT HHZUE A KHF R M Bk 7 3) Operation Blockbuster, DarkSeoul
AT Yot B APT HAHGERIAE L TR AL Sony, Iranian nuclear power plant
Al BrdiArlk APT AL AT LA B financial, economic, trade policy
MF BRI APT HYUH BRI BURHFOERIRS,  omdl32.exe, Agentbtz, wwlib.dll
AR X EHE exes xIsy doc
MFA TR AR APT HZVH R Trojan/Win32.0Occamy, ZeuS
RL X3 b B APT HZUTE X I S H A X35 North Korea, Russia, South Asia
0s RAE RS HAS APT Tl A R GEHAEE Windows, Mac, Linux, Android
SI GRS HAS APT Bl IR 185 Chrome, Office, Firefox

APT TS ARSI A A, U8 S I s AR AR 5)
M HIWOE EAT AR T EE T RR . Wil 2R H 2
FE APT 73 B4 o 4 B2 i A s 1 ) L B
JBHLRBEEER . BHT, APT BiM%IiREH3)
T AL TR B, 2 N R IF Lt s
TERERTRE T o RSO F AT, SNG4k APT 2R
1 A5 S 0 B R A A — e ) B B

SR P I B AR A (SR R R
G EYEHERO . AHRER IR . AR ERE R AR
BB, o, APT Brah il B 1) 56 R HL
AR R A AR HESNG AL AR IR FT . AR
W SRR I SR 0 SR AR R EEAE AL A, N
APT F1R B A0 i J PR A 28 S0 E B4k 3 EL
PROLEARE . 25 b, ASCIEXLEHHLIIRS) T, Kt
APT Bui 51R I H Sl BOT e 4= i i ot 9t

3 AR5

3.1 E{RHESS

ARSCHE T — Pl A S A IR 31 R0 SE AR X 5 1
APT B F1iR EH i EU 7%, HAHEZR W 2 foR,
FEAFRE 5 AR 1) # AR X E R AT
PEIE VAR bRTE, K AL B S I APT SUAFFIR
fERG IR R 2) 8 Bert HUZ, XA E D
FEAE BN R ) &5 3) A4 % BiLSTM F1 Attention
FEAY, FIFH BILSTM i SRACBE B A IR SCIE SURHIE,
B GVER JIHUR R HOCHARE, K 27 51 4
NFRERERARE; 4) it CRF SLyEx 4 FlAx

ZEIA) )00 R IAT RS, AR IFR ST 515 5) 1
SR SURAUEERT Birch SRS 550772, 8 il
VLBCERTE P EL APT B FiR M L&, &l &%
B APT A2 R E B &

BATIER SO RS 1 R, BN
APT 73 Bl & SO T 51 S, it o APT 2441
SR R ARE S E. 1ZEEE AL Bk
AR AR s SR 5 M AH DG Bert 1 BILSTM A5
B, HEdviaat s aonxtm & AT sE Al
F CRF BE PN SARFRZE T4, FRdEAT SEARXT 55 .

A1 APT Muilitim 44 SCAR R Bt 55 B

BN APT i AR TS S, P

FIRFAET Wiy
MWt APT ZHZM s 4 SLAh4E E
1) for w;; €85 do

2) MRYHRHETREAT AL ELAN BIO Hdfbrit:
ﬁiiy %Eﬂéﬁ%%%”y‘j Vij *D b,’,j;

3) # Bert FUUIZRELAL, FIR 2R FlAL
HR ML Vij A5 R RN R & e;js

4) EFI 3 5 A 7 5 2RI o

5) end for
6) & X IRPESE I epoch Fl batch Z44(;
7) for each epoch do

8) for each batch do

9) A% BILSTM KR, FIFJiZAE R 22 > 220d
Bert 578 b B (1] 7] €js LT hiys

10) M yE R LAY, Sd i v = HL
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AttentionZ { Attention Attention
BILSTM 2 < '
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LSTM » LSTM » LSTM
e i i v
Bert |2 { Bert i)l #5
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B2 AR EAAHERE

SROGHERHE, FRIEN ays
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12) #E CRF BAYTHE OCHERRIE I J& 20,
HHIHR RN 04
13) b 4 SR T 45 51 o, 5 8K
H5 by VEAEIBIMERE, BH RIS
14) end for
15) end for
16) FaJ 5 SR S AR R Al A 595, SEBUARFAE
] Wij AR5 0i, RIS 5
17) %ith APT Bl 45 iR AR E
3.2 Bert {52!
Bert™ L2258k 2018 4F 42 H (1 TN 38 25 B A,
XA Transformer B8 4F U 4215 F) H (1) XA 9%

Fo Bert BT/ FEARHIRA . AR AFIAL B R
(R RAFAE, M998 T I & G RN, AT EREL
5 O R PRI [A) o A SCIE I i AL T 25 APT 4
R, £ A Transformer XU 2 A5 28 %) 5 455 i3k
1T9ats, HoBi a7 RN A A
WERITHE, AESRBUA M A B R, 3k
FIF NS . X REAE— e R b RN [FAE 2
(A AE IR OC SR AN B SRR E, A5 20 ¥t NLP A AR
i, T ECN
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Attention(Q, K, V') = softmax ( oK

Ja
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MR 4ERE . T Bert BLRYRENEHE 22 3] B HITE X
R 8 I T RS 5 > B BB b v D 1 A 44 S
AR b, R AR SOk FZ A R AT APT Xatifim
4 SRR B I i TRAL BRAE 55, AE — @ FE R b kb
AR brIc TAE, MR L4238 APT SCASH 145
IREISE

3.3 BIiLSTM &%&!

LSTM J& —Fp S 8 (IR IR HP 2 N 4%, REfid vl
GRS 72 AR (PR P R JE BOBR FE Y S Ml . LSTM A% 0>
SRS AT B IANE LT, B
M2 TC A BARAS CoRIFTT, BT TR ]
HFEAEHEEGELE, BETLTHEE. LSTM g1
HHERAN

i, =o(W,x, +W,h_ +W,c_ +b)
z, =tanh(W_x, + W, h_ +b,)
ﬁ = G(foxz + I/thhz—l + I/chcz—l + bf)
: 3)
ct = f;ctfl + ltZt
o, =tanh(W _x, + W, h_ +W c, +b))
h, = o, tanh(c,)

HH, i fiF o, 20 RIS ¢« S ZIEONT T BTN
BIBTIREE R, o Fon « NZIAIRA, o A tanh
TR 2 A P ToEeE R, W RRIERENZ
MATTIIAERE (il W, RN 252 1)
WANTIRED, b RRmMBIL xn bz, 535K
t W ZI P NS B B2 A S A

AR BILSTM R fy st 3k APT %45
AR B SRR A BE B AR S 2o 2 Y H AT )
LSTM FJ& ] LSTM 2%, MRTJE 2 )7 X APT
Wi SCAR B SEARBEAT IR A, AT $E =y 2 A /i J5 Rk
SRR MERE, @0 “SQL Injection” “OceanLotus
Group” “XSS Attack” 4.

34 CRF &%

CRF & — il MR 0 1) BB R, 745 7€ f
ABENAZ ERIEOL T, BevH R 4t B AL AR & 1 2% A
MEZe oA . FEAr 44 SER IR, BILSTM 141 Ref
TR BB S E B, (H TG A Sk S AH &R bR
S5 RIS &R, I H APT T ATk ) SR A 5 %
R NSk . CRF HIiLae AR IZIA S, EHE
FREEZ A B4 5% B o H R AR PR 2 7 21 R,
T 3R B 4 Ry e A AR 1E 7 81 o BRI, A SCAE
BiLSTM #% J5 %4 — /> CRF #4484, F LLIETH APT
i fim 44 AR PR AR

ARG LM SRR, N TAE AT
Bl X=(x1, X2+, X,)» Fo 7 x; NER i AN B3R SN [
€ s & BILSTM L8 1 A5 0 HFE, s B n A
IR ke AMAREELE R, sy FoRER § A ERIAES j MR
35 W FIMFRZETE] V=102 90), FeA557
ek aa SN e p A wN I SN N I e =

Score(X,Y) = ZAy,-,y,-” +z Sy, 4)
i=0 i=1

Hrp, A RORFERFRE, B A58 RS 18] 73 5L
et , Ay Roshnis i N j IR, R
S R, AE kAR X “TFaR” Al
CEEIT 2 MRAE, BN s 430N 0. CRF 15
T 2 SR FH G B8 AL SR Ak v o S5 400 2 R B0 1E
PP 5 IR B K, P RS 15 21 B R 70 B i B 7
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FEABACA ) iy 44 AR AT XS 55, B fa AN [F] APT 4427
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Precision = ——
APTEARAIR R TP+ FP
TP
Y Recall=———
APTHEE TP+ FN
SRR 2 x Precisionx Recall
F -score =

Precision+ Recall
TP+ TN

3 SR RRRRE

Accuracy =

e, A BIO ARICVE > AR AR S A TP+ TN+ FP+FN
BEATHEEARE . AR A B “B-" AR 1

Lazarusp.acy Groupg.ac) 18w a threaty, group, that,, hasg) beeng, attributed;, toy, thew Northpgr,
Korean g, government,. Theg, group, hasq) beeng, activey, sinceg, at, leasty,y 2009, andgy wasy,
reportedly,) responsible, for, the,, November, 2014, destructive ,, wiper, attack, against,,, Sonv .\
Pictures,, Entertainment, as(,) part, ofy) ar) campaign,, named,, Operation g g, Blockbuster g by
Novetta,). Malware, usedy) by Lazarusgag Groupg.ag correlates, toe) othery) reported,
campaigns(o, including,) Operationg.ary Flamegag), Operationg ag 1Missiong.ag), Operationgar)
Troy-ar), DarkSeoulg sg), and Teng-ar) an ofi.apy Raing.ag). Ing) late) 2017, Lazarusg ac
Group.ag) usedy) KillDiskp.apg), a) disk-wiping,) tooly), ing ang, attack,, againstg ang, online,
CasinO(D) based(o, iﬂ(o) (‘Cl]tl':l|‘|;,|(| ) .\nlCI’iCil”,m )e

Northppi) Korean g, group, definitions,) are., known, to(,) have, significant, overlap,, and;,) the,
name,) Lazarus g g, Group . ise) known, to(,) encompass) a,o) broad,) range ) of o) activityq). Some,
organizationso) Use() the) name(,) Lazarusp acy Groupg.ac) tog) refery tow) anyy,) activity(, attributed,,
t0() North g rp) Korea gy ). Some, organizations, track, North gy, Korean gy, clustersy or() groupsy
suchyqy as) Bluenoroffig ac), APT375.4c). andi,) APT38(5 ¢ separately;q), whiley, other,, organizations,,
may; track(y) someo, activity,q) associated o) with) those,) group,) names, by(q) the(o) name,) Lazarusg.ac)
Groupp 1:). Theg group,) often ) usesq they CVE-2017-118825.4v), CVE-2018-48785.4v), and o) MS17-
010(g-v) vulnerabilities).

Bl 4 APT ALt BIO F8Ikr1E R

SEIG R 4 ANE VRN SRR B0 FE bk 1
EREIVEE R, kSR (Precision) A Al
# (Recall)+ Fi i (F-score) FIHER3 (Accuracy),

®)
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0
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SEIGBE IR 6:3:1 MIELBIBENLR 4 ISR
£ IWRUFSEFINNASE, SHIRE N Windows10 64 fif
PER 4, GPU Jy GTX 1080Ti, W1EN 16 GB,
CPU 43 2% Inter(R) Core i7-8700K, ZWiEi& =N
Python3.7. BRI SHL T AT, CAFHIKER A
500, BILSTM #58 2 /N5 [al R 42 e 40 BN 256,
KH Adam fli1b 25, Epoch BB N 15, HIH¥1HR
WHE N 0.001, Transformer EHKE N 12, F+HIH
Jn Dropout Bii 1L G, HSEKEH 04,

ASCHEH —FhEl A Bert f1 BILSTM-CRF 447!
() APT Jahs SEAR RSB 715, S 5 WL I SR )
J77% (CRF. LSTM-CRF. GRU-CRF. BiLSTM-CRF.
CNN-CRF Al Bert-CRF) %} EL & SRk 3 Fros.

=3 ERB SRR BIEE R T EE
A Precision Recall Fi-score Accuracy
CRF 0.800 2 0.7190 0.757 4 0.741 3
LSTM-CRF 0.8777 0.762 8 0.816 3 0.816 9
GRU-CRF 0.889 6 0.748 9 0.8132 0.805 2
BiLSTM-CRF 09514 0.764 3 0.847 6 0.846 6
CNN-CRF 0.853 6 0.810 4 0.8314 0.826 4
Bert-CRF 0.923 6 0.7542 0.830 3 0.8145
AR AR 0.929 6 0.873 3 0.900 6 0.900 4

HHEE 3 Wk, ASCHIARISE APT B Ak i) s
AR S5 H B BUAR B i R R, RS Hi R A [H]
KM FES 5N 0.929 6. 0.873 3 F10.900 6, tb
DA 6 MR — BRI AT CRF,
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0.069 2; T LSTM-CRF 1 BiLSTM-CRF, %4
AR FyAE S AR T 0.084 3 F110.053 05 #H
b+ GRU-CRF, ASCHIRI FHIETE T 0.087 4;

FHEE T Bert-CRF, A S F{E 2T T 0.070 3.
[, ASCRIBIHERI 2N 0.900 4, LLFHAD 6 Fi
PRI PP S50 18 5 0.098 5 3BT SZI6 A B, fili & Bert
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&4 APT KL GUB AR A SR AL R

S i 40 SEARHEAT IR A, HRCRIL TR GE s 4R

SR Precision  Reeall  Fiseore B, L AELE % ST E IS AT R
APT 44! 0.9370 0.877 3 0.906 2
BUE RS 0.9517 0.8922 0.9210 OCRF O GRU-CRF @ CNN-CRF & A0
BLSTM-CRF OBIiLSTM-CRF [ Bert-CRF
Yri Fik 0.947 3 0.908 5 0.9275 1.00
L& Y 0.907 4 0.859 6 0.8829 8'2(5) ' - -
| N N
Bk 0.930 4 0.856 0 0.8917 0.85} Y § é §
= 0.80f N NS
Beiki H b 0.9318 0.8723 0.901 1 = s é§ ggg;;
or ANE ANES
INE
kATl 0.9252 0.900 4 09126 0.70f g § é §§3
‘ 0.65F NE ONE
T 0.910 2 0.8329 0.869 8 0.60 N NI NES NER
e ' Wi APTZZ Yei Fik I A
R F G 0.890 9 0.830 5 0.859 6
S A= 0.9475 0.874 1 0.909 3 B 7 L 4 TSRS FyAERT EL S R
BIERSG 0.942 1 0.890 6 0.9157 . s \
A 4.4 INERFRFERSSAIRBISIIE
1| R 0.933 8 0.885 3 0.908 9 . s . e s
— A RVT AT B A58 B 50F /N AR B 3 1R S 4R TR 1)
18 25 B 0.929 6 0.8733 0.900 6

R 4 AJH1, ARSCHLE “ B Fi87 sepRsk
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/2 H 2R ERE, H— &%k
SEARTVZ AR T B A W APT Wi S, IR A
WA BUEAT RMBIERFIE, W5 SR 8RS
UFo R, RN R SEAR R I HE “ Bk
B CUATIL” “APT 414317 45, X seseik ¥
HA BN SOE CRBATZAAE T APT 00rifds
KR S, B “ APT-C-36 7 “ Lazarus Group ”
“APT28” J& T APT L ZIsZfk, “CobaltStrike”
“PowerShell” “Mimikatz” J& T Brihi 45 524k . 4R
MM, ASCTE RS R Z IR OB RAER
B, H R EN 0.859 6, XA TS SAABRER
A, FAE RN B Z I, EIRE T BN SO
Ve, B S SRR A X, TR 5 R R

AN, A4S ATT&CK HELR, HEHELT 4 Fh2k
MR B HIT APT X0 S A il sk 38 )
BT FOEE, BFEEERES. APT A, BT
AR, VRN EsEaGaE 1 (Fy fED
B 7 . BB 7 w1, ASCERITE 4 Fh2 i s
R Fy SR . Hod, A SO IR 1)
Fi{E80.921 0, Eb 6 Flott ELARAL (73 FAESETE T
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R AR AT () Fy B 53 305 0.927 5 F110.908 9,
Lt 6 POt LUAR AL R~F35) FyAE 2 R T T 0.043 0 1
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OB, ARSCIEHR 2:7:1 L BIBENLRI 2 DI 2R . Il
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ARSERIE ARG OL R, SR RS2

AR FyE 554 0.780 0. 0.589 4 A1 0.6714.
H F ALK CRF BYETH T 02742, Lt LSTM-CRF
FERIHETF T 0.187 8, Eb GRU-CRF 7T} T 0.236 2,
tt BILSTM-CRF #8447+ 1 0.132 5, tb CNN-CRF
FEFUFRTE T 0.148 8, L Bert-CRF BUR T T 0.144 6.
ZSEIR TR UL T AR SO VA REE I Bert BRI /N
FEATE R RTINS, AT $ T S A4 TR0 R R

x5 BRENEAIRENSUFIRAERIILL

it Precision Recall F)-score
CRF 0.467 0 0.3455 0.397 2
LSTM-CRF 0.553 6 0.429 2 0.483 6
GRU-CRF 0.5570 0.357 1 0.4352
BiLSTM-CRF 0.623 7 0.474 4 0.5389
CNN-CRF 0.612 4 0.4557 0.522 6
Bert-CRF 0.591 1 0.475 1 0.526 8
AR 0.780 0 0.589 4 0.671 4
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AR, A JE 48 APT KN B BRR IR 38 SUE M)
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APT H4 APT29; APT32; APT28; Turla; Sandworm; MuddyWater; OilRig; APT39; Kimsuky; FIN7; TA505

Wit & PowerShell; Cobalt Strike; Mimikatz; LaZagne; Cannon; Dropper; Empire; NBTscan; TrickBot; FireMalv

MG RSN Spearphishing; C2; Anti-censorship; Backdoor; Payload; Persistence; SQL injection; Watering Hole Attack

Yok IR CVE-2017-11882; CVE-2017-0199; CVE-2012-0158; CVE-2019-19781; CVE-2014-4114; CVE-2018-0802

i E A DarkSeoul; Operation Blockbuster; Operation Flame; SolarWinds; Clinton Campaign; Stuxnet

Yt HAw NATO; Nuclear Facility; OPCW; Sony; ASEAN; World Health Organization; High-tech Company

BrdiArk Government; Espionage; Industry; Military Institutions; Financial Company; Manufacturing; Telecommunication

RO mshta.exe; wmiexec.vbs; rundl132.exe; backup.pst; csrss.exe; regsvr32.exe; sqlceip.exe; msfte.dll; pubprn.vbs
SRR Trojan; Agent; Denes; GhOst; Beacon; MSOffice.Alien.gen; CoreShell; Win32.Mimikatz; Win32.Cobalt

X 3 B America; Russia; North Korea; Iran; South Asia; Europe; U.S.; India; Germany

HAE RS Windows; Linux; Android; Mac OS; Unix; 10S; Kernel Operating System

T A Office; Firefox; Word; RDP; Microsoft Exchange; Outlook; Adobe; WinRAR; PDF; Defender; Gmail




%6 W75 RT Bert M1 BILSTM-CRF ] APT Jiali SEAARR 5 J 5 50t ¢ ©69 -

ARG ERR B SR APT AT
SEARRLE, B MR T2 RS L APT A %N
B &, TEHR& APT ARSI A1R .

7 MK 8 RSB APT28 Fl APT32 455k
PR IR S AR 0] 55 S50 fa B B A il . eEATTER
ALFEA OB Pl R SR Rl e e ss . B
k. B ek Bis BESUHSE, NA
FEG T 2R X 55 5 ) APT 443 449K, A %Gt & APT
B AR AR, N JE SRR S R R A S 4

x7 APT28 ENHISLAFHIRR T
SR SR HIR
APT H4 APT28; Fancy Bear; Sofacy;Sednit; Strontium
Bk et PowerShell; Mimikatz; Koadic; JHUHUGIT; Dropper
Wili T Spearphishing; C2; Persistence; Script; DDoS; Backdoor
BkgiA - CVE-2015-1701; CVE-2017-0263;CVE-2017-0262
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